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Letter from the editor

Dear Reader,
During this COVID-19 pandemic it has never been more important
for military charities in particular to look after vulnerable people,
their families, loved ones and veterans.
However, COVID has led to a huge drop in funding for charities
such as SSAFA at a time when they need the money most. So,
without a 2020 Raceday, we are donating the advertising proceeds
of this issue to SSAFA.
The cancellation of the Raceday comes at a time when SSAFA is
suffering from a growing need to expand its services across the
country to meet these new COVID-related issues. Therefore, in
line with previous years, we will be donating the proceeds from
our February online issue, which would have been printed for the
Raceday, to SSAFA. I would like to take advantage of this message
to thank all our sponsors who have supported us over the years.
These sponsors include Allan Webb Ltd, Alan Burge and team,
Briggs Equipment, Fujitsu, General Dynamics UK, Jankel, Kathryn
Clamp, Spectra, Qioptiq, Supacat, TVS and ViaSat and everyone
who donated prizes for our Charity Auction so ably managed
by Steve O’Leary. I would also like to thank Chepstow for their
ongoing support and our army of supporters including Bridget
Rosser, Alice Young, James Grant and Jim Morrison of SSAFA who
slave away behind the scenes to make the day happen!”
Since I started the Raceday in 2014 in memory of my late mother
who looked after my disabled father unstintingly for 63 years we
have raised £137,000 for SSAFA.
I would like to thank all the advertisers who have donated to this
issue Viasat, Qioptiq, L3Harris, TCI, Inveris, Oxley, TEK Seating,
Hensoldt, Sekomak, TVS and Kathryn Clamp.
We would also like to thank Serco and Mercury Computer
Systems, Inc. who donated direct to SSAFA.
Your sincerely,

Julian Nettlefold
Editor, Battlespace

Front cover: Courtesy of Serco
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News in Brief

BATTLESPACE Continues Support for SSAFA during 2021!
Regretfully, SSAFA and BATTLESPACE
have decided that it will not be possible
to proceed with the Chepstow Raceday
on February 6th 2021 due to continued
uncertainty regarding the restrictions
around events.
However, we are delighted to announce
that the SSAFA Chepstow Raceday will
take place on Friday 19 November 2021.
As the UK’s oldest, national, tri-service
charity, SSAFA is no stranger to adapting
to change. Having existed through six
monarchies to date, weathered two
World Wars and countless conflicts,
Covid-19 is one more chapter in a legacy
of resilience.

Speaking about the charity’s agile
response to this outbreak, Sir Andrew
Gregory, CEO of SSAFA, the Armed Forces
charity said, “I am immensely proud
and grateful to our team of volunteers
and staff, who have come together with
determination and resilience in the face
of this pandemic. Despite a concerning
climate, the men and women who make
up the beating heart of our charity are
rallying to ensure that support is given
to anyone in need. A sense of community
spirit and collective grit has shone

through – and I have heard this likened to
the sentiments felt by the Nation during
the Blitz.”
“I urge anyone from the military
community in need of SSAFA’s support to
come forward, we were there then and
we are here now. Being socially distanced
does not mean that you are on your
own.”
Go to: www.ssafa.org.uk to find out
more about donations

SSAFA’s Forcesline, a free and confidential
helpline for any member of the Armed
Forces community in need, saw an 80%
increase in requests for befriending and
support from those feeling isolated by
lockdown. The Forcesline team say that
the most pressing issues, during this time,
have been:
l	Mental wellbeing
l Need for urgent help with food
l	Emergency need for housing (principally
due to financial issues)
l Lack of human contact
l Relationship breakdowns

Chepstow Raceday
2021

S P O N S O RE D BY B ATTLE S PAC E
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TEK Military Seating
TEK Military Seating is a global supplier
of ProTEK OEM vehicle seating to the
Military vehicle sector, designed and
manufactured in the UK to the highest
standards of safety and protection. The
ProTEK brand includes a wide range
of Driver, Commander, Crew, Gunner,
Turret, Loaders, and bespoke seating
for most types of military vehicles,
both legacy and new build. With
modularity and flexibility at the core
of each seat design, ProTEK seating can
be modified to offer maximum fit and
function without the need for additional
tooling or major design changes,
utilising innovative modules which can
be added to most seats to create the
customers’ requirements. Most ProTEK
seats are available in Stanag 4569 AEP55
conforming blast protection and feature
integrated harness restraints.

quality products which are in service
across the globe and fully tested and
certified to the relevant international
safety and protection standards. TEK
believes that listening and understanding
our customers’ requirements is
fundamental to offering the most cost
effective solutions, our ability to create
products which meet the demands of
functionality, space limitations and
good levels of ergonomics for vehicles
operating in some of the most demanding
environments across the globe, has
enabled us to become the supplier of
choice for our many customers.
Paul Fleming CEO of TEK Military Seating
is a candidate for this year’s BATTLESPACE
Businessman Of The Year, we will interview
him for the September DSEI issue.

2021 will see a significant increase in
demand for our ProTEK HTM (ROPS) which
is a troop transportation system offering
occupant safety to European safety
regulations along with NATO conforming
seat ergonomics. ROPS Units are available
in 8, 6, or 4 person units which can be
fitted and removed with ease, to offer
flexibility across truck fleets. Our newly
developed Modular HTM (ROPS) allows
the user even greater flexibility as the
kits come in 2 person units which can be
bolted together to create the optimum
configuration and is simple to assemble.
The modular system is currently on trails
with a major NATO country and expected
to be popular with customers as shipping
costs are significantly lower than the
welded version. As with most ProTEK
products the system comes with several
optional modules such as various fold up
seat types, adjustable integral weapon
mounts, stowage bins, anti-vibration
matting, environmental covers and
intercom integration.
TEK has an unrivalled reputation for
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News in Brief

SPEXER 600 AESA Ground Surveillance Radar
HENSOLDT UK recently launched SPEXER
600, a multi-mission, X-band groundbased surveillance radar which features
the world beating SharpEye solid state
transceiver technology.
It builds on the excellent pedigree
of other HENSOLDT products,
complementing the HENSOLDT SPEXER
family in CNI and battlefield space, whilst
offering a cost effective man portable
solution. SPEXER 600 from HENSOLDT
UK is the solution for today’s multiple
and complex threats, be it on the
battlefield or in securing national critical
infrastructure. Offering all weather
detection and tracking of UAVs, personnel
and vehicles at excellent ranges, day or
night. SPEXER 600 meets the needs of both
the military user and high value facility
security team.

BATTLESPACE C4ISTAR TECHNOLOGIES

The rugged SPEXER 600 can be set up
in less than 15 minutes and provides
detection of low flying aircraft and
drones, maritime threats as well as
land targets and artillery fall of shot.
Operation can be via a simple user
interface on a standalone local display,
or it can be integrated into a wider C2
system with other sensors and classifiers
to provide a complete asset security
system. A built in tracking capability
ensures the user has full visibility of even
the smallest of threats.
SPEXER 600 is a pulse compressed,
coherent Doppler X band radar with 20
selectable frequencies that can be rapidly
changed to remove interference from
other radars or jammers. SPEXER 600 has
120° horizontal and 40° vertical coverage

with 3 modes of operation.
The radar is available with three range
modes. A long-range surveillance mode
provides overall situational awareness out
to 20km for general targets. A medium
range mode for slow moving target
detection out to 10km and a short range
mode is ideal for detecting small drones
out to 5km.
Being lightweight SPEXER 600 can be
deployed by a single vehicle for stationary
operations and rapid re-deployment. For
fixed assets, there is no requirement for
any specialist lift equipment or special
access to enable mounting on masts
or buildings. Designed to the relevant
MIL STDs, SPEXER 600, is a truly multifunctional ITAR free AESA radar from
HENSOLDT, a market leader in civilian and
military sensor solutions.
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InVeris Virtual to live-fire at IDEX
Virtual to live-fire: InVeris Training
Solutions invites IDEX 2021 attendees to
experience its unrivalled military training
portfolio. InVeris Training Solutions, the
leading provider of integrated live-fire
and virtual weapons training products
and services for armed forces and law
enforcement, will display a broad range
of innovative solutions on two stands
during the biennial International Defence
Exhibition and Conference at the Abu
Dhabi National Exhibition Centre (ADNEC)
in the UAE, Feb. 21-25, 2021. IDEX will be
InVeris’ first major international trade
show following its rebranding in October
2020 from Meggitt Training Systems.
“Thanks to new, dynamic ownership,
InVeris Training Solutions is now better
positioned than ever to deliver superior
in-house military and law enforcement
expertise, combined with local support
across our portfolio,” said Andrea Czop,
vice president of strategy, sales and
marketing. “Our advanced virtual, live-fire
and integrated solutions can help Middle
Eastern and other military forces better
prepare to act at a moment’s notice to
counter emerging and evolving threats.”
The company will have a dual presence

at IDEX again for 2021. At stand #02A01, InVeris will showcase its extensive
live-fire portfolio, including models
of three key products: The GranTrap™
granulated rubber bullet trap, Shoot
House Optimized for Tactical Training
(SHOTT™) tactical environment for
critical skills training, and Road Range™
self-contained, transportable weapons
training facility. Targeting systems will also
feature prominently, including the XWT,
the industry’s first wireless, 360-degree
turning target retrieval system, as well
as the Multi-Function Stationary Infantry
Target (MF-SIT) that can respond to hits
or a pre-programmed scenario, ensuring
trainees do not anticipate target actions.
Finally, the LOMAH (location of miss and
hit) system provides the information
needed to accurately display shot grouping
and zeroing of weapons more effectively,
resulting in improved marksmanship skills.
Combined with a variety of shooting lanes
and control systems, no other company
can provide a comparable total firing range
solution.
On the International Golden Group stand
(#04-C20), InVeris will display the FATS®
180MIL simulation training system that
puts users in the action, facing realistic

pressures while maintaining situational
awareness. The system utilizes the same
high-fidelity ballistic engine validated
by the US Army, Marine Corps and other
military customers. The FATS 180MIL at
IDEX will be complemented by a selection
of simulated weapons, including the
wireless M249 BlueFire®, M24 Sniper Rifle
(Remington 700), M4 BlueFire, Glock 17
BlueFire and AK-47. For more than three
decades, FATS has been the leader in virtual
training, serving as the system of record
for NATO military forces and other allies,
along with law enforcement departments
around the world. The FATS 180MIL and
300MIL are InVeris’ latest offerings in this
market.

About InVeris Training Solutions
InVeris Training Solutions combines an agile
approach with an unmatched expertise
in training technology to design and
deliver customized, cutting-edge, firstrate training solutions that keep military,
law enforcement, private and commercial
range clients safe, prepared and ready to
serve – Because Seconds Matter™. With a
portfolio of technology-enabled training
solutions, and a team of 400 employees
driven to innovate, InVeris Training
Solutions is the global leader in integrated
live-fire and virtual weapons training
solutions. With its legacy companies,
FATS® and Caswell, InVeris Training
Solutions has fielded over 15,000 live-fire
ranges and 7,500 virtual systems globally
during its 90-year history. The company is
headquartered in Suwanee, Georgia and
partners with clients in the US and around
the world from facilities on five continents.
To speak with an InVeris representative
during IDEX 2021, visit one of the stands
above or schedule an appointment
at https://inveristraining.com/
about-inveris-training-solutions/
request-a-meeting-with-inveris/.
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Vitavox Innovations
Supporting The British Army.
Vitavox have supported the Light Dragoons as
they modernise and transform using new and innovative
technology on OP CABRIT in Poland. Deployed in support
of enhance Forward Presence NATO (eFP NATO), the Light
Dragoons operated Vitavox’s range of communications
products and systems, both on-the-man and the platform.
Supplying and demonstrating a new ecosystem of products,
Vitavox’s innovation concept demonstrators included
Outacom and ViTac PCS.

Outacom® Tactical Communications System

Already in service on all variants of the British Army’s AJAX
armoured fighting vehicle, Outacom is the only military spec
Tactical Vehicle Public Address System available. Being a
platform agnostic ‘plug and play’ system allows the crew to
safely command and control an area from the safety of the
platform, especially where civilians and local nationals are
present. Ideally suited when used to INFLUENCE, INFORM,
CONTROL and DETER.

Vitavic 400C Tactical Intercom System

A vehicle communications harness system. The system allows
for multiple radios to be connected and controlled, as well as
intercom for the crew. Vitavic 400C is a compact version of the
Vitavic 400 that removes the physical aspect of selecting and
controlling multiple radios when used in conjunction with the
ViTac™ Personal Communication System.

ViTac™ Personal Communications System

Personal Communication System (PCS) – comprising of
a Headset, Noise Reduction Filters (NRF) and Personal
Communications Control Unit (PCCU). The PCS provides the
user with the ability to control multiple radios on the vehicle,
intercom, with vastly improved hearing protection and
increased situational awareness. The system allows for the
user to seamlessly transit between Mounted and Dismounted
operations without the requirement to change or remove
component parts, a critical advantage in the increasingly
cluttered digital battlefield.

10
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BATTLESPACE would like to thank
all our sponsors who have supported
us over the years and everyone who
donated prizes for our Charity Auction.

String of pearls from Kate McLauchlan
Case of Chateau Gravette Lacombe Medoc 2012 kindly
donated by Richard Skan CEO of Boughton Engineering
Oliver Sherwood Stable Tour
Jonjo O’Neill Jackdaws Stable Tour
Tickets for Sandown Grand Military Gold Cup
Shorthead Tour with Discover Newmarket for four people,
including a visit to see Frankel at Banstead Manor Stud
Queen’s Arms in East Garston donated by Freddie Tulloch
Castle Hotel, Hereford donated by George Watkins
The British Racing Club Voucher kindly donated by
Rupert Fowler
Cotswold Farm Park kindly donated by Adam Henson
A Driving Day kindly donated by Supacat
Tickets for Chepstow kindly donated by Chepstow Racecourse
Bentley factory tour for 2 people kindly donated by
Bentley Bristol
One night B&B and a stable tour for 2 kindly donated by
Paul Webber Racing
8x Tickets For Hereford Racecourse
Case of wine donated by Boughton Engineering

Chepstow Raceday
BATTLESPACE C4ISTAR TECHNOLOGIES
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Kc4business Ltd joins forces with BATTLESPACE for SSAFA
Business management consultancy
Kc4business Ltd has thrown its support
behind Julian Nettlefold and Battlespace
for this special SSAFA edition.
Director Kathryn Clamp is delighted to
support this special Battlespace annual
publication to help raise money for this
incredibly worthy cause.
It comes at a challenging time for many
charities with events and fundraisers
cancelled or postponed – including the
annual Chepstow Race Day organised by
Battlespace for SSAFA.
Kathryn’s outsource business development
and sales support consultancy kc4business
Ltd has previously supported events.
Kathryn, a longstanding business
associate of Battlespace editor Julian,
said: “The pandemic may have affected
events but that doesn’t mean we can’t
support charities and good causes.
“I am so pleased that Julian and
Battlespace have provided this
opportunity to once again help SSAFA,
which does such important work.
“It is an honour for kc4business to be a
sponsor for this year’s special edition.
“It’s a long time and a world away from
the last SSAFA Chepstow Race Day in
November 2019 but I am very much
looking forward to joining in the next day
when restrictions allow.”
SSAFA’s is a cause close to Kathryn’s heart
as she served in the British Army at the
start of her career.
She was a Staff Clerk in the Women’s
Royal Army Corps (WRAC) with postings
including an attachment to the Royal
Engineers with the British Army on the
Rhine (BAOR).
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During this time Kathryn was involved in
operational programmes and possessed
high level security clearance.
After leaving the army, Kathryn
worked as a business account manager
and member of the UK management
team at leading electrical component
manufacturer for more than 20 years.
She launched kc4business Ltd after being
made redundant. Her consultancy – based
in Thame, Oxfordshire – celebrated its
fifth anniversary last October.

In defence and aerospace, she is a
member of the NDI defence trade body,
Team Defence Information and the
Farnborough Aerospace Consortium
(FAC).
She also sat on the SME defence
committee of the ADS trade body
for aerospace, defence, security and
space for many years.
Kathryn is hoping some trade shows go
ahead later this year although much
depends on Covid.

kc4business Ltd offers an extension of
businesses without the cost and need to
commit to a full-time member of staff.

They include Defence and Security
Equipment International (DSEI) at the
Excel centre in London in September.

Its diverse range of outsourcing services
include relationship building within the
supply chain, support for preparation
and attendance at major trade shows,
development of new and existing
customers, and following up potential
new clients.

Kathryn has previously sponsored
refreshments in the defence trade body
NDI’s Pavilion at the show – and aims to
do so again this year.

As an example, a client may wish to
outsource the development of new or
existing customers; the client may need
help in relationship building within a
supply chain; they may require support
at trade shows – administering, staffing
the stand installation – or finding and
developing new contacts and following
up potential new customers.
Kc4business Ltd has a host of new and
exciting business development projects
underway in defence, aerospace, rail and
energy despite the Covid pandemic –
especially in cutting-edge sectors.

She said: “Trade shows are the lifeblood
of many sectors with the opportunity to
make new contacts and build personal
relationships.”
The Soldiers, Sailors, Airmen and Families
Association (SSAFA) – the Armed Forces
Charity – is a UK charity that provides
lifelong support to serving men and
women and veterans from the British
Armed Forces and their families or
dependents.
Visit: https://www.ssafa.org.uk/ for more
details about SSAFA.
Website: https://kc4business.co.uk/
Email: Kathryn.clamp@kc4business.
co.uk
Phone: 01844 215968 and 07484 124614
LinkedIn: https://uk.linkedin.com/in/
kathrynclamp
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Andrew Jankel, Chairman of Jankel
Group, Hands Over The Mantle of
BATTLESPACE Businessman Of The Year
(Virtually) To Paul McCarter, Managing
Director – Defence at Serco
By Julian Nettlefold

“It seems a little strange but is very
much a sign of the times that I’m having
to write my Battlespace Businessman of
The Year handover speech in advance,
for it to be printed in support of a
virtual event rather than saying a few
words in person. After a delay of a few
months due to Covid-19, I’m handing
over to my successor following a 14
month period that none of us could

14

have foreseen. Here at Jankel we rose
to the challenges of 2020 and having
adapted, made changes and remained
flexible and resilient, we’ve continued
to win business and deliver our range of
products and services, albeit in a very
different way. I am handing over the
Battlespace award to Paul McCarter,
Managing Director – Defence at Serco.
Paul has led the Serco Defence team

through some key successes, driving
technology and capability in the
forward reaching area of Space whilst
delivering revenues in excess of £450
Million per annum. Notably, in 2020 the
formation of Team Athena UK will pull
together the sector leading businesses
in UK to develop and deliver enhanced
space-based technologies and services
from the UK through on-shore industry

Andrew Jankel, Chairman of Jankel Group, Hands Over The Mantle of BATTLESPACE Businessman Of The Year Paul McCarter

Welcome to InVeris!
(Formerly Meggitt Training Systems)

We proudly stand with you.
At InVeris, everything we do is in service of the people who
keep us safe and secure.
That’s why we proudly stand behind the bravest, besttrained men and women around the world - innovating
comprehensive training solutions that prepare them to
act at a moment’s notice; to protect the communities and
countries we have pledged to serve.
Our clients give their all, and we’re honored to work
alongside them. Because we know that when our clients are
prepared - and their people are safe - we all stay safe.
InVeris Training Solutions: Because Seconds Matter™
BATTLESPACE C4ISTAR TECHNOLOGIES

inveristraining.com
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in the months since working with other
colleagues from across Serco opening
many other testing centres across the
country, delivering a superb service
during a national crisis.
Colleagues from our Maritime Services
contract at the Devonport Naval Base
stepped outside their day jobs to mobilise
the Plymouth and Exeter Coronavirus test
centres.
A team from the Emergency Planning
College that we run for the Cabinet Office,
was seconded to set up and run the York
Test Centres. The team were efficient,
innovative and professional, volunteering
to support the establishment of a new site
in Middlesbrough. They also took over the
operation of four mobile testing units in
York, recruiting, training and deploying 88
people in a very short period.

collaboration – a particularly admirable
post-BREXIT initiative. I’d like to wish
Paul, everyone in his team and the
wider defence industry family that is
encompassed by the Battlespace event,
the very best for 2021 as we all look
forward to improved working and social
conditions and a brighter and safer future
for all. I’d also like to thank Julian for his
tenacity in attempting to run the event in
support of his chosen charity, SSAFA and I
look forward to the live event planned for
November when we can congregate once
again and raise money for such a worthy
cause”.
Paul McCarter, Managing Director, Serco
Defence replied, “First, I would like to
applaud SSAFA for all the work they do to
relieve suffering and distress amongst the
Armed Forces, veterans and their families
in order to support their independence
and dignity. As an ex-Serviceman I
have seen this at first hand and we are
delighted to be supporting them in a small
way at the SSAFA Race meeting later this
year.
Secondly, can I thank Battlespace for this
award, which I am very proud to accept
on behalf of the 2,450 Serco employees
who work in our UK defence business. Any
leader is only as good as the people who
work for them, so I think that this is a real
tribute to all of those people.
Given the situation that we all find
ourselves in, I will dwell on our people for
a moment. Not only are Serco employees
quietly going about their business and
continuing to provide critical support
to the UK Armed Forces across the four
domains of land, sea, air and space,
but where asked, they have responded
magnificently to the requests of the
Ministry of Defence (MoD) and the wider
Government.

16

A couple of examples of the work we have
been doing during the pandemic if I may;
At the Defence Academy at Shrivenham,
our team stepped up to enable continuous
operations and set up a new isolation
facility for the Armed Forces; our
Maritime Services team helped the Royal
Navy move HMS AUDACIOUS from Barrowin-Furness to her new home in HMNB
Clyde, and successfully manoeuvred
HMS AMBUSH to sea and into the Clyde
Submarine Base.
On a wider basis, at very short notice,
our Defence team has supported the
Government to set up the country’s very
first Coronavirus Testing Centres, and

Senior managers led the operational
delivery of the service with a team
assembled from across Serco, alongside
many veterans who were recruited to
support the crisis.
Given the backdrop of all the immense
effort and dedication seen by our
colleagues during the national crisis I
could not be prouder of the response
shown by the whole Serco team.
I was asked about my view on the
year ahead and I doubt anyone needs
reminding that our lives will continue to
be dominated by the global pandemic.
In the world of UK Defence, Covid has
already had a major impact in 2020
hampering the ability of the Government
to deliver the Integrated Review as
intended. So, like everyone I look forward
to seeing this published later this year.

Paul McCarter BEng CEng MIET MBA CV
Paul McCarter served for twelve years in the Royal Signals and then developed
a second career in the Technology and Defence sectors. His roles since military
service have included Programme Management, Strategy, Business Development
and, for the last 15 years, General Management as CEO or Managing Director of
UK and International businesses. He has worked for Thales, Cobham and now Serco
with an expertise and focus on Defence businesses with technology or engineering
intellectual property at their core.
His current role, as leader of Serco’s UK Defence business, has responsibilities that
include Space, Maritime, Aerospace and Nuclear domains, with multiple critical
national infrastructure assets. Through his career Paul has always been involved
in adventure sports and ran several expeditions in his military career to train
soldiers in skiing, scuba diving and free fall parachuting. During his second career
he has supported Sir Ranulph Fiennes as his technology planner and advisor for
all communications capabilities for ‘The Coldest Journey’. The expedition was an
attempt to be the first ever unsupported Antarctic crossing during polar winter.
Paul has a degree in Software Engineering, gained his chartered engineer in
communications through the IET and his MBA through London Business School.
He lives in Buckinghamshire with his family.
Andrew and Paul will be present at our SSAFA Raceday on November 19th where
we will have the formal hand over in person and then Paul will hand over to the
2021 winner.

Andrew Jankel, Chairman of Jankel Group, Hands Over The Mantle of BATTLESPACE Businessman Of The Year Paul McCarter

The defence industry was pleased to see
the Prime Minister grant the Ministry of
Defence a very welcome funding increase
of £16.5bn. The MoD has made it clear
however that the funding needs to cover
their existing equipment programmes of
record and then focus on the technology
and digitisation enhancements required
to deliver the UK’s defence strategy. Some
of the previous funding shortfall was
due to assumptions made in 2015 where
efficiency savings were planned to enable
the current equipment purchases; but
those savings were not forthcoming, the
threats still present, and the equipment
still needed.
Therefore the £16.5bn will in part cover
some of the funding gaps but it will also
enable the ‘Sunset / Sunrise’ evolution
described by the Chief of the Defence
Staff (CDS) General Sir Nick Carter. This
evolution, which has played a central
theme in many presentations from
the MoD, describes the changing face
of warfare where cyber, unmanned
machines, artificial intelligence and space
technology has already become the new
battleground that cannot be ignored when
planning for future capability; to afford
and operate this new type of warfare
some of the older equipment and methods
of operation must give way to an updated
and full integrated defence capability.
Most of the current programmes are still
core and relevant, with nuclear capability

BATTLESPACE C4ISTAR TECHNOLOGIES

high on the list, but some elements of the
force structure and equipment will be
reduced, and that news will be briefed
when the Government is ready.
A lot of the increase in spending will be in
Research and Development with a focus
on Digital Transformation, there will also
be a focus on survivability and lethality of
combat troops. The Government remains
committed to Future Air programmes
and, given the current demand for
deployments around the world, a focus on
more persistent engagements where forces
can be deployed more of the time.
In 2021 Serco Defence has seen the start
of our new contract to provide Aircraft
Engineering Support and Airfield Services
(AESAS) at Royal Naval Air Stations (RNAS)
Yeovilton and Culdrose. The contract will
deliver aircraft engineering support to
the Royal Navy’s Merlin Helicopter Force
and Wildcat Helicopter Force based out
of RNAS Culdrose and RNAS Yeovilton
respectively, enabling the Royal Navy’s
operational capability and airworthiness
of the rotary fleets.
Elsewhere, our Radar team, working long
days and to a tight schedule, moved the
TPS-77 ADR system from RRH Boulmer
to the newly commissioned site at RRH
Brizlee Wood for the RAF. This radar is
part of the UK Air Defence picture and as
such is a key part of our national critical

infrastructure.
Our Maritime Services team will be busy
supporting the Royal Navy at all its UK
Bases, particularly as the Carrier Strike
Group continues to build its capability
as it works its way to its first operational
deployment later this year.
Over the past year, Serco has been
working hard to raise the profile of
the capabilities we have in the Space
sector and there is no doubt that the
formation of Athena with, CGI, Inmarsat
and Lockheed UK has caught people’s
eye. We have been striving to utilise all
of Athena’s considerable knowledge and
expertise in the Space sector to support
the Government’s push to drive growth
and development for British STEM jobs
and investment to make the UK a global
focus for space capability. I look forward
to working with our Space team and
our partners as we continue to engage
Government and Industry to make the UK
a world leader in the sector.”

Andrew and Paul will be present at
our SSAFA Raceday on November
19th where we will have the formal
hand over in person and then Paul
will hand over to the 2021 winner.
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WCSP sails through 80% of
Reliability Growth Trials (RGT)
On February 18th Lockheed Martin UK
gave an upbeat update on the WCSP RGT
Programme but expressed short term
concerns for the Programme.
WCSP has sailed through 80% of
Reliability Growth Trials (RGT) but UK
government short-term budgetary
concerns remain.
Keren Wilkins WCSP Programme Director
at Lockheed Martin UK gave an upbeat
update on the WCSP Reliability Growth
Trials (RGT) at Bovington. However,
when questioned she said that concerns
still remained as to whether WCSP
would survive any envisaged cuts in the
forthcoming Defence Review. She stated
that the Army was insistent on the need
for a Main Battle Tank and a tracked,
not wheeled, IFV in support with WCSP
as the solution for a tracked IFV in the
Strike Brigade role to support Challenger
3. Given the rumours about reduction
in troop numbers by a rumoured 10,00
soldiers, that may impact on WCSP
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numbers. Thus, she could not discuss any
manufacturing contract negotiations for
base hulls between MoD and Babcock.
With regard to ABSV and the FV432
replacement using excess Warrior hulls,
she said that that appeared to have
been put on the back burner with the
Army concentrating on its four major
Programmes.
The Warrior Capability Sustainment
Programme (WCSP) completed a
significant programme milestone last
week as Lockheed Martin UK, Ministry
of Defence’s Defence Equipment and
Support and the British Army’s Armoured
Trials and Development Unit completed
80 percent of its field testing regimen
designed to prove the reliability of the
improvements to the vehicle.
These tests are known as Reliability
Growth Trials (RGT), and the recent
accomplishment highlights the
programme is now close to completing

By Julian Nettlefold

all RGT activities. RGT is made up of
representative battlefield missions
that demonstrate the reliability of
the capability ahead of full-scale
manufacture. Qualification and
Verification Trials are also progressing
well which will lead to Design Acceptance
and subsequently a contract award for
manufacture by the end of 2021.
WCSP has been in trials since 2019 to
demonstrate that the capability meets
the reliability our soldiers depend on in
theatre. WCSP equips the British Army
for the modern battlespace and provides
the only capability that allows soldiers
to safely enter and operate in the most
demanding close combat and high threat
environments.
Lockheed Martin has demonstrated
that the WCSP design is low risk; it’s
mature and reliable and meets the
Armoured Infantry’s mission ahead of the
manufacture contract award. Lockheed
Martin’s production line at Ampthill

WCSP sails through 80% of Reliability Growth Trials (RGT)

(Bedfordshire) and its established supply
chain are ready to begin manufacture of
Next-gen Warrior.
WCSP update and benefits to the UK:
l	Lockheed

Martin UK submitted
the WCSP Invitation to Negotiate
response for the WCSP manufacture
contract on 21st December. The
response, which was submitted
ahead of time to the MoD is currently
being reviewed. Lockheed Martin
is supporting MoD as part of the
standard review process.

The benefits of WCSP stretch far beyond
the battlefield – there are huge prosperity
and economic benefits to the UK:
1 T he economic and prosperity
benefits of the WCSP programme
l	UK Prosperity - Independent analysis
by KPMG has estimated that,
between 2021 and 2029, a WCSP
manufacturing contract would
contribute over £1bin in Gross Value
Added (GVA) to the UK economy,
generate at its peak 1,951 jobs,
and support up to £276.2m in tax
payments.
l	UK Sovereign Capability – LMUK
has made significant investment
over ten years to develop the UK’s
only sovereign capability for turret
design, manufacture and support.
This could have wider impacts on
the UK ambitions for a Land Sector
strategy.
l	The UK will retain its only
world-class turret design and
manufacturing capability that
ensures future security of supply
and technological advantage for
the UK; the skills, infrastructure
and industrial know-how will be
available in future times of need.
l	Export opportunities – according
to the KPMG report, the medium
calibre turret market could be worth
an estimated £16 billion over the
next 10 years. The skills base and IP
that will allow the UK to export its
AFV capability to the benefit of the
wider UK economy depends on the
award of the WCSP Manufacture
contract.
2 T he impact of the WCSP programme
on jobs
l	The WCSP contract currently
supports 1,300 jobs across a
nationwide supply chain of 260
companies.
l	Around 2,000 high value jobs will be
created and sustained as a result of
the manufacture contract.
l	If a manufacture contract is not
awarded, there is a serious risk to
loss of jobs both at Lockheed Martin
and across the UK supply chain
which makes up 80% of the WCSP
solution.
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Keren Wilkins, WCSP Programme Director, Lockheed Martin UK, Ampthill
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3 H
 ow the WCSP programme
addresses the MoD’s modernisation
agenda
l	Equips the British Army for the
modern battlespace to meet 21st
Century defence needs.
l	Provides the only capability that
allows soldiers safely to enter and
operate in the most demanding
close combat and high threat
environments, including support of
the Challenger main battle tanks.
l	Significant upgrade compared to
the legacy Warrior 1 with enhanced
firepower fightability, survivability
& situational awareness.
l	The upgraded Warrior vehicles,
including their open architectures
and digital turrets, will also provide
a digital backbone for the armed
forces, enabling the delivery of
multi-domain integration, humanmachine teaming, and additional
capabilities such as cyber, electronic
warfare, and long-range and novel
weapons.

UK Turret Capability – Growing into
the future
Both Keren Wilkins and Peter Pietralski,
Engineering Director and Vehicles Chief
Engineer stressed the huge ten year
investment that Lockheed Martin has
made in the Ampthill facility to create
a UK Turret Centre of excellence which,
once WCSP and Ajax were on track
for full production would create new
opportunities for exports of other turret
systems. The British Army’s Future Land
Systems policy relies on having such
technology in the UK to develop new
turret systems with new Boxer variants
being slated as one possibility once the
WCSP Manufacture contract is awarded.
Peter Pietralski said that Lockheed
had developed new modular turret
designs based on the WCSP design and
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also had in development an unmanned
WCSP turret which the company had
developed following remote firings of
the exiting WCSP 40mm turret. The new
turret was based on 40mm CTA but other
calibers were under consideration for
potential markets valued at £16bn over
10 years. These new turret designs would
accommodate such new capabilities as
APS, CV-UAS systems, Air Defence and
be future proofed for current and future
threats.
“As the UK’s Centre of Excellence for
Armoured Fighting Vehicle Turret design,
manufacture and integration we are
always looking ahead; modernisation
is at the forefront of our thinking,
maximising asset utility and enabling
joint operations. This isn’t just about
taking steps in modular designs, but also
how to leap into future paradigms. Our
40mm turrets for WCSP and AJAX are
market leaders, providing soldiers with a
huge increase in fighting power and built
with the most modern and sophisticated
systems. Its only through taking a holistic
through life view of interoperability and
supportability that organisations can
begin to think about future proofing and
providing the necessary design margin
to enable future customer requirements
such as Project Morpheus – the next
generation communication system.”
Peter Pietralski said.
The WCSP turret is already equipped
with the latest situational awareness,
fightability and survivability
technologies. The recent achievement
of reaching 80% of its reliability growth
trials is a significant milestone, not only
demonstrating the capability, but also
the reliability needed by the British
Army. Platform acceptance and reliability
trials are key to demonstrating maturity
and that the product really will deliver
when needed – WCSP is considerably the
furthest through trials compared to its

counterpart programmes.

What Next? – An Unmanned
Urbanfighter Turret
The modular design base of Warrior CSP’s
Generic Vehicle Architecture means it is
easily adapted to provide full operating

WCSP sails through 80% of Reliability Growth Trials (RGT)

capability in either a manned or
unmanned configuration. For example,
in WCSP the video data from the sensors
provides full situational awareness and
enables the system to be operated by the
crew with the hatches closed. Similarly,
for an unmanned turret, this video data
is displayed within the vehicle hull.
Weapon systems, communications, and
other functions can be operated from
within the safety of the vehicle hull
without any detriment to performance.
Indeed, the platform has already
demonstrated this ability during WCSP
unmanned trials at the beginning of its
Design Acceptance trials.
The Unmanned Urbanfighter Turret can
provide an enhanced capability for other
platforms, both for UK vehicles and the
wider export market seeking to leverage
that WCSP maturity. The modular armour
of the turret can be readily customised
to reduce overall turret mass for lighter,
smaller vehicles, extending the potential
market opportunities. Its systems can
be operated either by a Commander and
Gunner in the turret (as in WCSP), or
alternatively their screens, controls and
other interfaces can be located within
the hull of the armoured vehicle platform
or even remotely. This provides greater
protection for the crew and greater
flexibility in the operation of the vehicle.

BATTLESPACE C4ISTAR TECHNOLOGIES

Interoperability with the other key
international forces will see new
technology maximised such as the
incorporation of Anti-Tank Guided
Missiles (ATGM) launchers, Air/Land
Integration between ground vehicles,
Attack Helicopters and Aircraft, the
launch and control of Unmanned Air
Vehicles (UAVs), Active Protection
Systems, Counter UAS, Air Defence
and many other capabilities. The WCSP
proven architecture can play a full role
in ‘Any Sensor, Any Shooter’ networks
cooperative with other assets across
the battlefield. As a result, the turret
is future proofed and is designed to be
developed and enhanced through life to
overmatch the evolving threat.
The Unmanned Urbanfighter Turret
would support and maximise return on
the UK’s investment. The Turret Centre
of Excellence, built by Lockheed Martin
at its Ampthill site over the last 10 years,
has seen significant company and MoD
investment. Through the development
of the AJAX and WCSP turrets, Lockheed
Martin have created the UK’s leading
dedicated turret development facilities
along with a highly skilled, experienced
workforce and dynamic supply chain to
deliver and support the UK’s requirements
for the next generation of systems.
The Turret Centre of Excellence is a

hard-earned national asset and a key
component in the MoD’s Land Industrial
Strategy.
Based on this Sovereign UK developed
technology and capability, an Unmanned
Urbanfighter Turret will provide
significant export opportunities and
support ~2,000 jobs within the UK both
at Lockheed Martin and drawing on its
250+ established supply chain, for the
next decade and beyond. The benefit
to the UK Exchequer of a single export
programme could be the equivalent to
the cost of the entire WCSP programme
– meaning export not only generates
more UK jobs for this UK product – but
it also generates economic benefits for
the country. UK jobs, UK product, UK
prosperity.
Keren Wilkins said that a lot hangs on
the WCSP decision and the development
of Ampthill as a UK turret centre of
excellence and that any decision would
be made at corporate level. She stressed
that WCSP was central to development
of this capability and that the UK market
may not be seen as being as attractive
as it once was for Lockheed Martin Land
Systems. Any long-term site development
decision would be made at a corporate
level depending on the outcome of the
Integrated Review.
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The Second Annual State of Military
Communications Study Finds Military
Communications Still Not Seen as a
Priority; Creating Potentially Dire
Implications Relative to Adversaries
February 2021: A new study finds
challenges still exist in fulfilling a
successful military communications
technology strategy for the multi-domain
battlefield despite ongoing efforts
from the Department of Defense (DoD).
Concerns regarding the DoD’s acquisition
process and cybersecurity capabilities
were revealed in the study conducted
by Government Business Council (GBC),
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the research division of Government
Executive Media Group, in partnership
with Viasat Inc., (NASDAQ: VSAT) a global
communications company.
According to the second annual “State
of Military Communications” study,
respondents reported the top three
causes of defense communications
technology deficiencies in their agencies

include: limited funding, incompatibilities
with legacy architectures, and cultural
complacency. Cultural complacency
was also reported as the number one
reason why defense agencies continue
to contract with companies from the
Traditional Defense Industrial Base (TDIB)
over companies from the New Defense
Industrial Base (NDIB).

The Second Annual State of Military Communications Study Finds Military Communications Still Not Seen as a Priority

World Renowned Innovator in the
Design & Manufacture of LED
Lighting Systems
Oxley LED Navigation Lights have been developed for
vessels over 50 metres and are NVG friendly; suitable for
use with Night Vision Goggles. All lights are high reliability,
sealed to IP67, meet stringent EMC requirements and are
fully tested to Def Stan 59-411. The lights have a long true
life of 30,000 hour minimum.
Oxley have recently partnered with SeaKing to offer a full
integrated navigation light monitoring and control system.
The new integrated system features full duplication of all
controllers, operator terminals and monitoring of all signals
and controls; providing a truly reliable operation.

• In built health monitoring
• Meet COLREGs requirements
• Dimmable
• Lloyds wheel marking available
• Full installation service available

www.seakinggroup.co.uk

+44 (0)1229 483226 • sales@oxleygroup.com • www.oxleygroup.com
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the New Defense Industrial Base (NDIB)
such as Amazon, Palantir, and Viasat.
Secure connectivity was seen as the
number one improvement needed in
defense communications technology
l	When

asked about their agency’s
preparedness for a cyberattack
on defense communications
infrastructure, confidence levels were
low across the board. The highest
percentage (39%) of respondents
indicated they were ‘moderately
confident’ in their agency’s
preparedness, while 16% said they
were ‘not at all confident’ and only 8%
reported feeling ‘extremely confident.’

Acquisition remains a risk to the U.S.
military’s lead in defense-related
technologies
l	67%

The brief was presented by Josh
Okada Senior Research Analyst for
Government Executive Media Group’s
(GEMG) research arm and Ken Peterman,
President of Government Systems at
Viasat, Inc.
Josh Okada opened the brief outlining
the goals of the study and some of
the differences in the 2020 update.
The study, which took place between
September and October 2020, consisted
of 195 respondents that were from the
US Air Force, US Navy, and the US Army,
and was comprised of all ranks and job
profiles from within the active duty
and reserve military, as well as civilian
support staff. 48% of the respondents had
purchasing authority.
The 2020 study found that the DoD
continues to experience difficulty
keeping up with today’s most advanced
communications technology and that
most military personnel have experienced
a complete communications blackout
during operations. Additionally, a
majority of respondents stated that US
communications technology is on par
or behind their adversaries’ capabilities,
rather than ahead of them.

l	76%

of respondents believe that a
focus on improvements to defense
communications is much lower, or just
on par, with other top priorities in
their agency

“The fact that communication blackouts
are still common is a compelling point.
In civilian life we may be frustrated with
connectivity problems but when you
are in the battlespace it becomes life
threatening, so we must not lose sight
of the urgency and importance of this
point,” stated Ken Peterman, president of
Viasat Government Systems.
Mr. Peterman further stated that due
to cultural complacency, “The DoD falls
back on and extends legacy contracts and
IDIQs, and funds aging Programs of Record
even though we know the technology
is stale, tired, and not going to survive
in a conflict with adversaries.” He went
on to state that cultural complacency
must be addressed immediately for the
DoD to take advantage of cutting-edge
technologies provided by companies in

of respondents agree there is
room for the military to improve
its adoption of communications
technology
l	Increased commercial sector
engagement could help boost the pace
of improvements to the military’s
communications technology portfolio,
according to the majority (63%) of
respondents
l	Respondents (52%) also suggest that
increased participation from nontraditional companies – including
those from the NDIB – in DoD’s
acquisition process could expose the
military to the latest and greatest
technology and business processes
“We need to focus on the kinds of
capabilities our warfighters need,” Ken
Peterman continued, discussing examples
ranging from SINCGARS radios still in
the field and in-use decades after initial
fielding, to WIN-T, and WGS which were
years-behind and billions of dollars over
plan before they were operational.
Mr. Peterman compared these
technologies to the civilian sector where
the industry went from 2G to 5G in less
than half that time, while simultaneously
driving cost improvements.

Other key findings from the study
include:
l	Despite improvements,
communications technology is still not
seen as an agency priority
l	97% of respondents reported a
complete loss in connectivity at some
point while working in the military
l	The majority (60%) of respondents
think U.S communications technology
is either behind or only on par
with their adversaries, suggesting
potentially dire implications relative to
near-peer adversaries
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Some improvements were noted;
investments in cloud, analytics and
communications are being made to
support the next-gen warfighter.
l	Though

challenges exist with
developing and acquiring advanced
communications technology,
respondents did report their agencies
are upgrading equipment to minimize
challenges created by outdated legacy
IT
l	Advanced satellite communications,
analytics, and 5G technology were
flagged by respondents as the top
next-gen technologies their agency
must leverage to advance defense
communications capabilities
l	Respondents also believe cloud
computing is worthy of investment,
noting their organizations were
prioritizing it to enable key
emerging capabilities; 36% of
respondents reported a concerted
push for additional cloud computing
technologies within the past 12 months
Despite these improvements and increases
in dedicated spend to some of these areas,
challenges certainly remain. The survey
indicated that a majority of respondents
were not confident in their agency’s
preparedness against a cyberattack. In
fact, cybersecurity was called out as the
most needed technology improvement.

The strategic importance of secure
communications to the military
cannot be overstated
“As the defense landscape evolves,
global military prowess will no longer be
determined by artillery alone; command
over information – and the digital
channels that convey it – will determine
the victor. This year’s State of Military
Communications survey continued to
highlight the need for the DoD to increase
its communications modernization efforts
to remain competitive against global
adversaries to drive real-time decision
making and information sharing.” said
Daniel Thomas, director, Research &
Strategic Insights, Government Business
Council.
Further highlighting the necessity and
vital importance of connectivity to the
warfighter, Mr. Peterman stated, “The key
is connectivity as it gives you access to the
cloud and enables cloud empowerment
and real-time situation awareness, but
also predictive technology which can tip
and cue a warfighter so they can see a
threat emerging using cloud technology.”
In a follow-up interview with Mr.
Peterman on January 4th, he had this to
say about some of the points revealed in
the survey:
“In the last 25 years, we have seen
the technology leadership in mobile
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networking, SATCOM, and cybersecurity
crossover from the US Government to the
private sector.
While the DoD drove technological
innovations forward in the past, with
projects such as the Internet, the Global
Positioning Satellite System, spaceflight,
and the jet engine, the present reality is
that private sector innovation in these
domains continues to accelerate such that
acquisition policy, practice and culture is
failing to keep pace.
Modern private sector communications
networks provide substantially greater
performance, resilience, security,
scalability, and economy than their
government counterparts – this holds true
within the warfighter context and in peer
adversary contested environments.
This performance gap will continue to

widen as the private sector continues to
apply far more resources into research
and development, while also leveraging
‘blitz scaling’ and agile development
processes to capture global market
share. This methodology represents a
stark contrast to the long development
cycles needed to create exquisite DoD-like
solutions.
Due to longer acquisition and
development cycles, future government
purpose-built systems will, at best, be
three to five generations behind the
technology and performance curve of
comparable private sector solutions.
While private sector technologies present
enormous opportunity for the DoD and
other government users, significant
barriers in areas such as acquisition,
contracting, export and budget processes,
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as well as DoD culture must be overcome
for the government to leverage the results
of this technology crossover.”
When reviewing the survey results
from 2020, Mr. Peterman further noted
that, “In its second year, the State of
Military Communications survey once
again spotlighted the need for enhanced
communications to help bridge the
multi-domain battlefield and support our
warfighters. Status-quo acquisition models
anchored in cultural complacency must
evolve, the pace of technology deployment
must align with the speed of relevancy
and a focus on security, cloud computing,
communications and analytics are all
needed to ensure our U.S. competitive
military advantage does not erode.”
In closing, he stated, “Viasat is at the
vanguard of the New Defense Industrial
Base, focused on bringing innovative
business models and game-changing
technologies to the defense sector with the
goal of creating unprecedented warfighter
capabilities and mission outcomes.”
A complete copy of the Second Annual
State of Military Communications Study
can be found here: https://www.viasat.
com/sites/default/files/media/documents/
state-of-mil_comms_final_report.pdf

About the research and
methodology
Government Business Council, the
research division of Government
Executive Media Group, in partnership
with Viasat, conducted the State of
Military Communications survey, an
in-depth study of senior military decisionmakers. The study, now in its second year,
was fielded from September-October
2020, to a random sample of U.S. active
military and DoD civilians from across
the nation. Responses of 195 defense
employees were captured after quality
control and screening, with about 40%
of respondents identifying as GS/GM-13
level or above (including Senior Executive
Service). Respondents represented
all branches of the military, with the
greatest input from the Air Force, Navy,
and Army in the 2020 survey.

About Viasat
Viasat is a global communications
company that believes everyone and
everything in the world can be connected.
For nearly 35 years, Viasat has helped
shape how consumers, businesses,
governments, and militaries around
the world communicate. Today, the
Company is developing the ultimate
global communications network to
power high-quality, secure, affordable,
fast connections to impact people's lives
anywhere they are – on the ground, in the
air, or at sea. To learn more about Viasat,
visit: www.viasat.com, or follow the
Company on social media at: Facebook,
Instagram, LinkedIn, Twitter or YouTube.

Ken Peterman, President
Government Systems, Viasat Inc.
Ken Peterman is President Government
Systems at Viasat. A world leader in
satellite communications, networking,
cybersecurity, and related technologies,
Viasat (sales ~$2B/yr.) employs over
6,000 professional and support personnel
worldwide. Viasat produces satellite
payloads and ground infrastructure,
satellite terminals, networked data
links, and cybersecurity solutions that
provide high speed, assured, secure
global communications serving both the
commercial and government sectors.
Viasat’s government business is a market
leader in tactical networking and Link-16
datalinks; information assurance and
cybersecurity; assured, high capacity
satellite communications; and air/ground
situational awareness.
Under Ken’s leadership Viasat’s
Government Systems group has built
a team culture of passionate focus
on the warfighting mission; applying
technical innovation to empower the
warfighter in new and exciting ways
that many never dreamed possible. This
customer-first focus has driven Viasat’s
transformation from a small supplier
to a communications services leader in
the new Defense Industrial Base with

an enduring commitment to connecting
the world’s toughest missions and
ensuring that mission operators have the
information they need, where and when
they need it.
A distinguished leader in Aerospace
& Defense, Ken has helped shape the
strategic landscape in tactical and
satellite communications, cybersecurity,
and C4 defense technology sectors
through successful tenures at the
President/CEO and VP/GM level of several
top defense companies, including ITT
Exelis, Rockwell Collins, and Raytheon.
Ken has accumulated deep credentials
via successful leadership experiences in a
diverse array of organizational cultures
and geo-political environments across
over 40 years in the defense segment and
is a respected thought leader among US
and international senior leaders.
Along with his wife, Jennifer, Ken’s
charitable and philanthropic efforts
primarily focus on environmental
conservation and aiding socially
and economically disadvantaged
US communities, as well improving
education and economic stability for
women and children in developing
countries. Ken serves on a variety of
boards and advisory groups where he
helps advance the strategic trajectories
of the military communications and
technology sectors.

Josh Okada
Josh Okada is a Senior Research Analyst
for Government Executive Media Group’s
(GEMG) research arm, Government
Business Council (GBC). Prior to GBC,
Josh worked in research at institutions
such as the Council on Foreign Relations.
As a published researcher, Josh has
garnered experience analyzing primary
and secondary data to identify trends
in government. Now at GBC, he hopes
to provide that expertise to government
officials. Josh Okada is a Senior Research
Analyst for Government Executive
Media Group’s (GEMG) research arm.

About Government Business Council
As Government Executive Media Group's
research division, Government Business
Council (GBC) is dedicated to advancing the
business of government through analysis,
insight, and analytical independence. An
extension of Government Executive’s 50
years of exemplary editorial standards,
GBC produces over 100 research initiatives
each year, studying influential decisionmakers across all sectors in government
to provide invaluable insights, thought
leadership content and marketing
intelligence for government contractors.

26

The Second Annual State of Military Communications Study Finds Military Communications Still Not Seen as a Priority

BATTLESPACE C4ISTAR TECHNOLOGIES

27

Technology Feature

C

Building a Resilient Future

M

Y

CM

MY

CY

By Paul Kettle Business Development and Marketing Director –
Defence and Government Services TVS
Since the pandemic began in early 2020,
business has been facing the challenge
of operating in the ‘new norm.’ The need
for a resilient and agile supply chain that
can withstand aggressive fluctuations
in demand, support improvements in
cash-flow and provide better control and
visibility of supply chain functions has
never been greater.
Working with our clients, we have seen
first-hand the effects of COVID-19 across
multiple sectors. Companies who had
previously implemented ‘agile’ have not
suffered the effects of the pandemic as
harshly. Their systems and tools have
enabled them to make informed decisions
about their supply chain, and adapt to
rapidly changing demand and supply of
parts and products.

Today it is driven by necessity, as a digital
approach is seen as the means to gain
control of supply chain functions whilst
maintaining and improving service levels.
Multiple benefits result from adopting new
technology and tools in the supply chain.
These include; an increase in the efficiency
of operations, increased accuracy of data
extracted from the supply chain and the
resulting ability to make better decisions.

Adopting digitalisation in the end-toend supply chain

Over the past year, we have seen many
industries forced into adopting new types
of technology in order to remain open.
Many small high street retailers have
adopted online ordering as their means
of survival. This shift can put significant
strain on the supply chain as it no longer
caters to the needs of one location.
Instead, it has to satisfy demand on a
national/international scale which can
open up supply and demand issues through
the entire supply chain.

Before COVID-19, the adoption of new
technology in the supply chain, with the
goal of a more agile model, was driven by
technological advances and Industry 4.0.

This puts pressure on the businesses’
service levels, as well as a strain on
suppliers who may not have the resources
to scale to significant increases in growth
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within such short timescales.
Deploying tools such as demand
forecasting software into the value chain
can significantly improve service levels,
reduce cash tied up in stock and reduce
obsolescence.

Building supply chain resilience
Building a resilient supply chain that caters
to the requirement of future business goals
is paramount to growth and success. TVS’
Procurement and Supply Chain Director,
Rebecca Ryan, explains what is required:
“It takes a holistic approach to build a
resilient supply chain, using a framework
against which to map critical elements
including demand, supply, geography and
sustainability, considering risk mitigation
whilst remaining agile to be able to respond
to changes in any of these. This is driven
through technology led data analytics
providing artificial intelligence and
machine learning outputs to aid effective
decision making. The insight provided by
these systems allows a business to plan and
share information throughout the supply

Building a Resilient Future
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Consider having primary and secondary
sources and, in some cases, even tertiary
and quaternary back-up suppliers to
cover any eventuality.

chain creating end to end visibility, which
can be adapted as appropriate to ensure
the surety of supply when and where
required. The data collated enables the
effectiveness of the plan to be measured
and further enhanced. Strong supplier
relationships and engagement provide clear
data flow and engagement in responding to
the immediate challenges that are faced”.
Within the functions that contribute to
resilience of the supply chain, there are
particular areas that drive significant
transformation:
1 Agile demand techniques
	The ability to forecast demand
accurately and secure provision for
future requirements is a vital factor
to building a resilient supply chain.
No one could have predicted the scale
and nature of the disruption that
the pandemic has caused. However,
companies with dedicated, dynamic
demand forecast planning procedures
will undoubtedly have experienced less
downstream supply chain disruption.
	Having these systems in place has not
only helped in the short term, but also
proved essential in adjusting demands
and forecasts throughout the pandemic.
There have been massive spikes in
demand for products traditionally
in supply abundance, which quickly
became highly required products in short
supply. Items such as hand sanitiser,
masks, visors and other PPE products
used to provide initial protection against
the virus became highly sought after.
This resulted in panic buying, shortage of
supply and high rises in market pricing
levels.

visibility, it is essential to manage
suppliers dynamically. Incorporating
a Supplier Information Portal, such
as Msys SIP, provides direct visibility
of orders placed and allows accurate
prediction of future demands. Suppliers
are then required to notify their stock
availability to match these future
demand requirements. Orders can be
expedited and potential stock shortages
or supply shortfalls identified before any
impact. This additional level of visibility
allows a secondary supply source to be
used if necessary, to protect the supply
requirements.
	The use of a SIP has proved pivotal
during the COVID-19 period. It is a
fundamental to maintaining high
levels of stock availability and product
continuity across a wide-ranging supplier
base. TVS has been providing accurate
demand forecast planning processes to
our customers for many years. Work
carried out in anticipation of Brexit
delivered tangible benefits throughout
the COVID-19 crisis. Meticulous
contingency planning resilience work
has now paid dividends for our clients.
New supply sources were determined
and significant stress testing and
scenario planning increased supply chain
resilience. Previously robust processes
were ‘armour plated,’ to further de-risk
and mitigate supply disruption.

Robust supply chain relationships and
effective, dynamic demand forecast
planning procedures benefit cash flow
by reducing cash tied up in unnecessary
inventory. Other advantages are the
prevention of excess stock and reduction
of the risk of stock obsolescence.

3 Robust supply strategies
	The inevitable supply chain disruption
caused by the pandemic has created
a scenario where it is increasingly
important to have local, regional and
national supply chain sources, as well
as global ones. Businesses whose supply
chain was robust before COVID-19 have
reaped the benefits. Effective supply
chain functions, built with high levels
of transparency and long-standing
collaborative relationships, are essential
to success and fluidity within the supply
chain.

2 Collaborative supplier management
	To achieve end-to-end supply chain

	It is crucial to understand fully which
products are essential requirements for
your business and manage their demand.
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	The supply chains we manage are robust
and flexible. This means that, throughout
the pandemic, we have been able to
maintain a continued supply of critical
products with exacting specifications.
Being flexible and able to shift supply
sources quickly, has proved intrinsic
to ensuring the security of supply.
However, this can only be achieved
when robust validation processes are
in place. It remains essential to ensure
that new suppliers are compliant and are
validated before you buy, to guarantee
product quality and protect the
customer.

Creating cost transparency across
the supply chain
As the pandemic continues, the
resulting economic impact is still not
fully understood. Organisations will be
reviewing their spending and aiming to
cut costs and reduce overheads wherever
possible. It is imperative to have visibility
and control of costs across the supply
chain, and this can be done in a few
ways.
A good starting point, when looking to
reduce expenditure, is to perform an
operational cost analysis. This gives a
better understanding of which parts of the
supply chain can be streamlined to operate
on a more agile model. Other reviews
can include procurement spend strategy,
category management consideration and
obsolescence management.
Possessing real-time data is invaluable to
these analyses. It allows businesses to make
better, more informed decisions. Adopting
digital technology and analytics platforms
will give you transparency of the supply
chain functions. The end result is a more
agile and maintainable review process,
allowing informed decisions to be made,
reviewed and adjusted as required.
Promoting a new way of operating
In summary, the challenges of this
pandemic have accelerated the already
active shift towards future resilience.
Many companies are taking advantage of
the current circumstances to develop a
solution which increases the robustness of
the supply chain.
Lessons learned will allow businesses to
build back better than before, and create
a supply chain network able to withstand
any future serious disruption.
TVS SCS is a world leading supply chain
organisation with 18,000 employees across
6 continents. Contact us at defence@
tvsscs.com to learn how we can help your
business build a resilient future.
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Technology Feature

Putting capability on target. Introducing
the L3Harris T4: big robot capabilities in
a small package
By Dr Paul Bosscher

As global conflicts continue to grow
and evolve, it is increasingly important
to have the ability to react quickly and
effectively to neutralize hazardous
devices and materials. Mitigating a wide
range of threats such as improvised
explosive devices (IEDs), chemical,
biological, radiological, and nuclear
(CBRN) threats, and other explosives and
hazardous materials requires flexible and
versatile solutions. In this challenging,
high-threat environment it is critical to
have systems that can be deployed to
rapidly and remotely render these devices
safe.
Robotic systems have proven to be a
crucial part of the solution to explosive
ordnance disposal (EOD) and handling
of hazardous materials (HAZMAT).
However, there is a limit to what many
existing robots can accomplish, often
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requiring operators to put themselves in
harm’s way and manually render devices
safe. All too often the robots cannot be
depended on to consistently operate in
challenging environmental conditions
or in the presence of electronic jamming
equipment.
L3Harris robots were designed as a
solution to these problems and have
already been proving their benefit
through active fielding by UK MoD. As
part of project STARTER over 100 L3Harris
T7 robots have been delivered and are
actively being used by UK EOD forces
both within the UK and abroad. Weighing
approximately 320kg and equipped with
a manipulator arm over 2.2m long, the
T7 system provides a robust and reliable
EOD capability. Through high precision
dexterous robotic manipulation, the
ability to deploy powerful EOD disruptors,

and the ability to deliver and interoperate
with electronic countermeasures, the T7
provides a step-change in capability.
As a large robot, the T7 is well-equipped
to tackle larger threats such as vehicleborne IEDs (VBIEDs). However, when
missions require operating in smaller
spaces and deployment from smaller
logistics support vehicles (LSVs), a larger
robot may not always be appropriate.
Medium-sized robots, weighing closer to
100kg, are often more suitable for these
missions. In many cases, moving down in
size from a large robot to a medium-size
robot comes with substantial trade-offs,
including limited manipulator reach,
limited manipulator lift, reduced ability
to utilize payloads, and limited ability
to fire large calibre EOD disruptors.
That is where L3Harris’ new T4 robot is a
game-changer.

Putting capability on target. Introducing the L3Harris T4: big robot capabilities in a small package

Big Robot Capabilities; Small Robot
Package
The T4 robot, weighing in at just over
100kg, is the new L3Harris medium-sized
robot. Effectively a smaller version
of the T7 robot, the T4 retains a lot
of “big robot” capabilities in a much
smaller package. Equipped with a 2m
long manipulator arm that can lift up
to 55kg near the robot, the T4 is able
to access and manipulate threats that
are normally too large for robots of this
size. This reach and strength is essential,

as it provides the ability for the robot
to access and defeat person-placed
devices. Additionally, T4 is equipped with
unique stabilizers mounted at the base
of the arm, which act like outriggers on
a construction crane and ensure that
the T4 system remains stable even when
performing heavy lift actions to the side
of the robot. These stabilizers also provide
outstanding assistance for climbing and
manoeuvring the robot over obstacles.
Another extremely unique aspect of the
T4 system is its ability to fire all of the

UK’s current in-service EOD disruptors.
The T4 system incorporates a patented
recoil-absorbing system that reduces the
recoil forces transmitted to the robot arm
by over 90%. This allows T4 to repeatedly
fire even the most powerful disruptors,
including HOTROD and PIGSTICK, which
would typically only be employed by
large EOD robots. As a result, T4 is able
to deliver maximum disruptive effect and
provides certainty that threat devices are
fully rendered safe.

Revolutionizing Intuitive Control
As robotic systems increase in capability,
they often increase in complexity – and
complex systems often require lengthy
training, may be difficult to operate,
and can put substantial burden on the
operator. That’s where the T4 and T7
systems stand out from the pack.
The L3Harris haptic controller for the
T4 and T7 robots incorporates cuttingedge intuitive motion control and haptic
feedback technologies, making operating
the robot arm as natural as moving
one’s hand. Holding a pistol-grip style
interface, the operator can move their
hand and the controller will measure
that movement. It then commands the
robot’s manipulator and gripper to mimic
the movement of the operator’s hand.
Custom-designed force sensors within
the gripper fingers measure contact
forces as the robot pushes or lifts objects.
These force measurements are sent back
to the controller, where the motorized

BATTLESPACE C4ISTAR TECHNOLOGIES

33

of commercial passenger vehicles. This
compactness not only allows access
to small spaces, but it enables T4 to
be transported easily as well. The T4
manipulator arm is attached to the
chassis with a tool-free quick-release
mount. As a result, the system can be
rapidly broken down into subsystems
that can be easily carried by two
people. This also provides a great
deal of flexibility for transporting the
system and it can easily be deployed
out of almost any passenger vehicle.
Once on site, the system can be quickly
assembled and readied for a mission.

pistol-grip interface reproduces the forces
and pushes on the user’s hand. The net
effect is that the robot moves how you
move, and you feel what the robot feels
– making the robot gripper almost an
extension of your own hand.

45cm wide and 92 cm long, so it is sized
to fit into tight spaces such as the aisles

Not only is the robot easy to deploy,
but once the system is on site customers
can be confident that the T4 system fits
within their overall mission. Because
the T4 design is built on the foundation
of the T7 system and re-uses many of
its components and electronics, the T4
leverages rugged, reliable hardware that
has been proven to operate reliably in
austere environments. Moreover, the
T4 is designed from the ground up to
operate in extreme electromagnetic
environments, with aerospace-grade
hardening against electromagnetic
interference (EMI). As a result, the T4
is able to operate concurrently with

The advantages of the L3Harris haptic
control system have been independently
verified by the US Army Research
Laboratory (ARL) in human factors
testing, concluding “100% of the users
indicating it either somewhat improved
or greatly improved their overall mission
performance,” leading to 20% reduction
in task completion time and operator
workload.
The L3Harris haptic controller is
compatible with both the T4 and T7
systems. As a result, operators are also
easily able to transition from controlling
one robot to the other. Operators who
are trained on the T7 system can learn
the T4 system in a fraction of the normal
training time due to the common control
system. Operators can even switch
between control of different robots on
the fly with a single controller due to the
common radio system, enabling T4 and
T7 systems to be used concurrently by a
single operator with a single controller.
And with T4 and T7 sharing many common
parts, including lights, cameras, wire
cutting blades, and gripper fingers, the
repair and support of the robots is greatly
simplified.

Putting Capability on Target with
Easy Deployment and Payload
Flexibility
The T4 is compact, with a footprint of
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interfaces, the T4 enables third-party
data to be passed into the robot and
through the robot’s communication
link to the controller. By enabling easy
upgradability for future sensors and
payloads, the T4 provides the flexibility
to be adapted to evolving threats both
now and in the future.

Minimum Footprint, Maximum
Capability
In summary, the T4 provides the
versatility and capability to defeat a
wide variety of threats quickly and
decisively, ranging from dexterous highprecision manipulation to firing highpower disruptors. The T4 was designed
from the ground up to operate reliably
in the most austere environments.
Backed by L3Harris’ global support
footprint and trusted partnership, the
T4 provides a capable, dependable,
and affordable solution to the most
challenging EOD and HAZMAT missions.
The T4 delivers confidence that it will be
there to go into harm’s way so you don’t
have to.
powerful electronic countermeasures
(ECM), ensuring robotic render-safe
operations can take place under the full
protection of an ECM bubble.
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The T4 system also provides flexibility
for the future through support for
integration of third-party sensors and
payloads. Using standard Ethernet

To learn more, visit:
www.L3Harris.com/T4
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The Current State and Future
of Tactical COMINT
The scenario
In the early morning hours in Africa, a
peacekeeping electronic warfare (EW)
platoon loads its equipment into vehicles
and drives through the gates of its
forward operating base (FOB) towards
the day’s area of operation. The platoon
deploys two tactical COMINT teams at
remote sites, while another team takes
up position in military wheeled vehicles
elsewhere serving as the third tactical
COMINT team, Radio Frequency (RF)
countermeasures team and vehicle-based
forward command post (FCP). The three
sites are networked via point-to-point
microwave with the FCP linked back
to the FOB via encrypted SATCOM to
maintain a low RF profile and prevent
interception of the communications.
The FCP supplies a local common
operational picture (COP) of the area of
operation and transmits updates to the
regional COP maintained at the FOB. The
geometry of the sites provides optimal
coverage for intercepting RF signals in
an area to the south where insurgents
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have set up small encampments, as well
as the ability to deploy countermeasures
over the area of operation. Orders are to
execute the EW mission for 24 hours, but
cease and return to the FOB immediately
if hostile forces approach occupied
positions.
The COMINT teams initiate pre-defined RF
surveillance missions that continuously
monitor the electromagnetic spectrum
for signals of interest from predefined
friendly, hostile, neutral and new/
unidentified emitters. The teams monitor
RF traffic between hostile forces, looking
for patterns that may indicate changes in
the disposition of hostile force readiness
and any initiation of their operations.
Three hours into the mission, a new signal
is detected by the southern-most COMINT
system. The new signal is coming from a
location to the south and west of current
hostile targets. The electro-optical/
infrared (EO/IR) imaging system is tipped
by the COMINT systems to look towards
the new signal, but the emitter is too far
to be identified. The new signal registers

on the local COP as an unknown emitter
moving to the north, a track that will
pass between the hostile forces and EW
platoon locations.
The new signal is recorded and
transmitted to the FOB for processing
by signal analysts, but a high degree of
latency delays receipt and processing/
identification of the signal for more than
an hour. The signal is identified as coming
from radios commonly used by insurgents
operating across the border 100 km to
the east, so this data is sent back to the
FCP and the local COP is updated with
the emitter classified as likely hostile. The
new emitter is subsequently identified
using EO/IR as coming from a weaponized
pickup truck leading a small convoy of
three similar vehicles.
The COMINT teams then identify RF traffic
that appears to be communications
between the original hostile forces and
the new insurgent vehicles. The convoy
stops and engages in optical surveillance,
potentially identifying the location of
the EW platoon, as they deploy a small
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drone in the general direction of the
platoon. The mission CONOPS call for RF
countermeasures to be employed against
the drone and the controlling forces to
ensure the EW platoon is not identified
and located by the drone, and that
information communicated to hostile
forces.
One weaponized pickup truck leaves the
convoy and speeds towards the closest
COMINT team, evidently having located
them visually. The FCP calls in a fire
mission to cover the COMINT team as it
disengages and withdraws, the artillery
comes dangerously close to their position
due to the proximity of the attacking
vehicle. The vehicle is destroyed, while
the remaining vehicles withdraw towards
the position of the original hostile forces.
The two remote COMINT teams disengage
and head back towards the FOB. The
FCP and other EW assets then withdraw,
continuing to jam communications in the
area of operation until line of site is lost.
The EW platoon returns to the FOB safely,
but the insurgent vehicle came very close
to overrunning one of the COMINT teams.
The after-action review (AAR) determines
the EW platoon obtained valuable
intelligence: the insurgents to the east
have joined forces with the in-country
hostile forces. The AAR also concludes
that the EW platoon was put at higher
risk due to the time lag of transmitting
the unknown signal to the FOB, analyzing
and identifying that signal, and relaying
that information back to the FCP. The
recommendation is to minimize this
latency in the CONOPS.
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Scenarios like this play out almost
daily around the world. Allied military
organizations engaged in combat
operations employ tactical and
operational COMINT assets from TCI
International, Inc. for EW support,
intelligence gathering and force
protection.

The future – increasing CONOPS
flexibility
TCI is continuously improving the
capabilities and performance of its
COMINT systems to provide faster signal
intercept and analysis, more accurate
geolocation, greater CONOPS flexibility,
more reliable communications in highand variable-latency data links, and the
ability to react faster on the front line.

New SWIFT platform
TCI will introduce a new COMINT
platform, the SWIFT platform, in 2021
with higher performance in multiple
embodiments to maximize CONOPS
flexibility for tactical electronic warfare
operations. Performance enhancements
include broader instantaneous
bandwidths (IBWs); scalable and higher
bandwidth digital downconverters
(DDCs); faster scan rates; and expanded
networking capabilities.

A new man-portable version will
supplement the capabilities of TCI’s
current generation Model 903S with an
integrated server processor, enhanced
network capabilities and increased
battery life in an IP67-rated form factor.
These improvements provide electronic
warfare platoons enhanced signal
detection, location and identification
capabilities and a wider range of
deployment options. Special forces
operations will also benefit from the
enhanced CONOPS flexibility, particularly
where unattended covert operations are
required.
A rack-mounted version provides
lower size, weight and power (SWaP)
installations for mobile vehicle, shipboard
and transportable applications supporting
high levels of signal processing for
operational and tactical operations. The
new platform is backwards compatible
with existing TCI COMINT systems to
maximize reuse of existing assets and
minimize total lifecycle cost.

Enhanced signal acquisition,
processing, storage and display
The new SWIFT platform will operate
TCI’s Blackbird NextGen signal detection,
acquisition and processing software with
new capabilities including enhanced
spectral shape capabilities; integrated,
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multi-site networking and data collection;
a common emitter database and NATO
symbology; and an improved common
operational picture. These capabilities
improve both the local commander’s
ability to rapidly visualize the
electromagnetic operational environment
and a central command center’s broader
view.
A new Blackbird Mission Commander
function (BBMC) within the Blackbird
NextGen software will enable a higher
degree of operational control over
multiple COMINT assets across tactical
networks. The BBMC provides full remote
control of the single or multiple COMINT
systems at local, regional or theaterwide levels. The mission commander
can operate locally during EW platoon
deployments, or from remote FOBs and
permanent bases, the only limitation
being the availability of tactical data
links.
A new emitter database enables
collection, storage, processing and
retrieval of key SOI parameters in a
centralized database that can be housed
and mirrored at the platoon, company,
brigade and higher command levels. Key
information from the central database
and real-time operations can be displayed
on an enhanced Blackbird COP using
multiple map layers and standard NATO
symbology at multiple command levels.

BATTLESPACE C4ISTAR TECHNOLOGIES

Improving reaction time by moving
signal processing to the EDGE
The AAR conducted in the scenario
concluded that delays caused by sending
signals of interest (SOI) back to a FOB
for processing and emitter identification
resulted in slow identification of, and
reaction to the new threat. TCI’s solution
to this challenge is to move the signal
processing function to the ‘EDGE’ of the
network using radio frequency machine
learning (RFML) techniques hosted on
the new COMINT platform in 2021. TCI is
developing RF signal processing that will
apply machine learning to time-series I/Q
radio samples and channel measurements,
enabling it to learn from data.
RFML employs a form of artificial
intelligence (AI) to learn the
characteristics of RF signals to detect
and identify them. The process includes
training an RFML engine using real-world
RF signals to enable their detection
and classification in near real time.
By training the system to learn signals
from I/Q representation, systems can
achieve better performance than

traditional decision-tree approaches.
TCI will utilize real-world signals to train
the RFML engine, ensuring the neural
network is able to rapidly learn new
signals and quickly adapt to changing RF
environments.
TCI’s RFML implementation, dubbed
Blackbird EDGE, moves signal processing,
identification and geolocation to the
sensor at the edge of the network – a
process known as edge computing. In
tactical military deployments, TCI’s
innovative solution enables faster RF
situational awareness, threat assessment
and countermeasures engagement.
Blackbird EDGE can move decisionmaking down the chain of command to
the front lines during rapidly evolving
engagements, then supply actionable
intelligence up the command structure
to populate the broader common
operational picture.
Thus, military forces can derive both
operational and tactical benefits from
COMINT/SIGINT without having to choose
between the two.
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Meeting the communications demands
of modern land forces and enabling
information manoeuvre
By Neil Fraser, Director of Defence and Space Programmes at NSSLGlobal
The UK and her allies face a rapidly
changing world with greater
unpredictability than at any time
in recent history. Proliferation of
technology, hybrid approaches and the
‘grey zone’ are making modern threats
harder to identify and mitigate, with
our adversaries looking to disrupt and
disable both civilian and military targets
to achieve objectives without engaging
in open hostilities or clearly crossing the
threshold into armed conflict.
In order to influence and be prepared
to meet these threats, robust
communications and the ability to share
information are critical. Writing this in
February, we still await the results of
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the Integrated Review. So looking back
to 2015 the UK Government released
the National Security Strategy and the
Strategic Defence and Security Review
(SDSR15), which said the threats faced
by the UK have “increased in scale,
diversity and complexity” since 2010,
and highlighted four key threats from:
terrorism, extremism and instability;
the resurgence of state-based threats;
the impact of technology; and the
erosion of the ‘rules-based’ international
order. Identifying and responding to
these future threats would require an
entirely new way of operating which, it
is assumed, will form key elements of the
Integrated Review and the development
of the Multi-Domain Integrated force

which is more than just an evolution of
joint but recognises the new domains of
Space and Cyber, how these cross-cut,
and the increasing role of information
and influence.
For land forces specifically, the future of
the Army (Army 2020 Refine) and Future
Commando (for how forces will operate
afloat and ashore) are reshaping the
way British land forces are structured,
equipped and operate. Both lean towards
smaller, rapidly deployable units able
to operate independently in hostile
environments. Similar reforms are also
happening across multiple NATO allies.
SDSR stated that the Army must routinely

Meeting the communications demands of modern land forces and enabling information manoeuvre

be able to reorganise for a range of
other tasks and operations, at increased
readiness. Whilst there is a focus on being
able to deploy on mass, at division level,
rather than brigade level as previously,
the Army has also started a shift towards
rapid strike capability and the ability to
put forward smaller units in an everchanging political environment. This
includes the formation of armoured
infantry ‘strike brigades’ able to quickly
deploy overseas and defeat light forces
on arrival, as well as the creation of the
Specialised Infantry Group, designed
to assist partner nation forces overseas
in encouraging stability, security and
supporting conflict prevention and
designed to operate in Europe, the Middle
East and sub-Saharan Africa. All of these
units and approaches have a greater
demand for information, including
reach back to the UK, and will operate
in smaller more dispersed teams than
traditionally, with major implications
for the network to enable information
manoeuvre.
At the same time, Future Commando,
described by the Royal Navy as ‘the
most significant transformation and
rebranding programme since the Second
World War’, is designed to modernise the
way the Royal Marines and supporting
RN and Army units operate delivering a
force ready to deploy around the world,
on tasks ranging from reconnaissance
and influence, to warfighting, and to
humanitarian duties, in areas as far
and remote as the Arctic Circle. From
a technology standpoint, it will change
communications demands for small
groups operating afloat and then on
land, often behind enemy lines, that need
to establish satellite communications
quickly and exploit other cutting-edge
technology in the deployed environment,
which the Autonomous Advance Force
(AAF) exercises are already experimenting
with.
The Royal Marines, and wider Royal Navy,
have made huge strides with a series of
focused innovations and programmes.
The Army are also investing in having a
persistent innovation and R&D approach,
notably with the establishment of a
Defence Innovation Centre in Dorset,
leveraging various Trials and Development
Units (TDUs), industry, local organisations
and across wider defence in the ‘Army
BattleLab.’
NSSLGlobal was delighted to support the
Army Warfighting Experiment (AWE) in
2020 with our rapidly deployable Ku band
Satcom terminal and multi-bearer (LTE,
WiFi, local ADSL or satcom) multi-security
domain baseband solution, already both
used by key defence customers. These
exercises and focused innovations help
MoD understand “the art of the possible”
but in a practical sense! Together with
the BattleLab this will help develop new
ways of doing business, and best leverage
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current and emerging technology with
the user at the core.

Information Manoeuvre
Whether it’s standing on the top of
the hill using a telescope to view the
battlefield in front of you to determine
who are in red coats and who are in blue
coats, or putting people in aircraft (or
utilising uncrewed platforms) or having
space-based sensors, having some sort
of advantage in terms of the way you
gather, process and share information
has always been a fundamental military
requirement.

Afghan campaign, and the challenge
is clear. Delivering full-motion video,
live intelligence products or other
operational information to the company
group, and wider where appropriate, and
not drowning the recipient, or loading
them with too much equipment is a real
challenge, and one AWEs and de-risking
activities work on. And then beyond land,
there is the challenge of working across
different defence programmes at the
network layer alone and upon which the
applications and information sit.

Agile deployable communications
services

But for modern warfare ‘information
manoeuvre’ is more than a buzzword.
It involves the use of information in all
its forms to understand the operating
environment better than anyone else and
subsequently to make the most of that
advantage (and hence the manoeuvre
relationship to ‘information advantage’).
The necessary scale and speed of
information has changed almost beyond
recognition. Think the Internet of Things,
artificial intelligence, machine learning;
people throw these words around, but
with the scale and the way information
is now embedded into every single bit
of the infrastructure, taking it seriously
requires an entire cultural shift which the
British Army and wider land forces are
clearly engaged in from the top down,
with talk of the “digital backbone” and
information being woven into doctrine
and programmes. The challenge, as ever,
is gearing the intellectual and cultural to
the physical – and delivering platforms
(including the person) ready to accept
regular upgrades, with a ‘plug and play
(ish)’ approach to technology around a
stable but flexible core network extending
from the Enterprise to the Edge.

Most of my military career was spent
leading organisations delivering
communications services, including on
‘early entry’ deployments into the Balkans
and Afghanistan with 16 Air Assault
Brigade. As a provider, I understand
what matters to commanders and users
at many levels and the challenges of
delivering to them. But I was also a user
and, for example, spent a busy period
as an Operational Planner / Team Lead
in the high readiness UK Joint Force
Headquarters, reviewing contingency
plans and exercising for rapid operational
deployments – including to the Lebanon,
Malawi, the Falkland Islands and across
Europe.

Right at the tactical edge, the critical
balance has to be struck between Size,
Weight and Power (SWaP) and having
Primary, Alternate, Contingent and
Emergency (PACE) communications means
(having choices and resilience for different
situations) and being able to communicate
whilst being undetected. The devil is
certainly in the detail and recent events in
Eastern Europe and the Middle East have
clearly demonstrated the capability and
intent of our potential adversaries.

Secondly, is being able to convert the
above rapidly into a small-scale military
deployment or to deploy from the outset
as a military early entry HQ which might

Key to these roles were two main things
in command and control (C2) terms
which will be imperative in meeting the
demands of modern land forces. First is
the ability to be able to deploy as a small
team with enough equipment to be able
to access defence information securely
from anywhere – whether it be hotel
rooms, embassy buildings, temporary field
locations or old airfields – and to do so in
a relatively low-profile way if required.

require fully rugged capability and more
‘tactical’ comms. This may perhaps also
lead to multiple “points of presence” such
as the establishment of mounting bases,
assembly areas, liaison teams and so on.
Both these tasks clearly need the delivery
of IT able to access multiple networks
for connectivity back to the UK or
other allied nations. These operational
planning roles usually also involve wider
government engagements and working
with in-country organisations, so access
to the internet and strategic information
is key, as are communications for the
team to operate safely in a local area,
or more widely and to communicate
to in place embassy teams and other
organisations. Satellite phones and Push
to Talk (PTT) systems therefore have a
part to play alongside classic military
radio system offering teams and smaller
units robust and reliable communications
without the need to deploy lots of
specialist people and equipment. This is
a key factor when defence engagement
and training tasks are on the increase, as
is pressure on manpower, and teams need
to keep well informed whilst not being
exposed to hostile intelligence action
by relying on local services or insecure
solutions.
And when it comes to wider deployments
or combat missions, the overlay and in
some cases integration of satcom services
into combat radio systems will be critical.
It is this that will enable Air Assault and
Strike formations to deploy rapidly,
disperse and then carry out their tactical
tasks provisioned with the information
they need from within and beyond their
formation. It is increasingly clear that
the MoD see that building capability
for rapidly deployable and flexible
communications is key, and that through
close, and commercially well managed,
collaboration between industry and the
armed forces, best-of breed solutions
can be refined and delivered to underpin
Information Manoeuvre and deliver
advantage.

Demand, and expectation, have
grown considerably since the turn of
the century, and certainly in the last
decade, where the Afghan campaign
particularly showed the delivery of
services normally used by a division,
down to company group level (so 100
or so people, commanded by a Major).
Add in the additional pressures of a
technically adept adversary, and the lack
of a static and resilient communications
infrastructure, which was in place and
enabling at least the latter half of the
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BATTLESPACE Meets Charlie Kawasaki CTO PacStar recently acquired by Curtiss-Wright.

Background to Curtiss-Wright
Acquisition of Pacific Star
Communications, Inc. (PacStar)
On November 2, 2020, Curtiss-Wright
Corporation (NYSE: CW) announced
the acquisition of Pacific Star
Communications, Inc. (PacStar(r))
for $400 million in cash. PacStar is a
leading provider of secure tactical
communications solutions for
battlefield network management,
including commercial off-the-shelf
(COTS)-based rugged, small form
factor communications systems, and
its proprietary “IQ-Core(r) Software”
integrated network communications
management software.
The acquisition establishes CurtissWright as a critical supplier of advanced
tactical and enterprise network
communications solutions supporting
a broad spectrum of high-priority U.S.
military force modernization programs.
The combination of Curtiss-Wright's
mission-critical mobile and secure COTSbased processing, data management
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and communications technologies
with PacStar's highly complementary
hardware and software solutions will
enable the delivery of best-in-class
platform network integration and
tactical data link network management
to the warfighter. In addition, it
ensures that Curtiss-Wright is wellpositioned to benefit from the military’s
continued investment in robust, secure
and integrated battlefield network
management.
The PacStar business is operating within
Curtiss-Wright's Defense Solutions
division. The acquisition supports
Curtiss-Wright's financial objectives for
long-term profitable growth and strong
free cash flow generation. PacStar is
expected to generate sales in excess of
$120 million in 2020 and is expected
to yield significant opportunities for
revenue growth. Further, it is expected
to be accretive to Curtiss-Wright’s
adjusted diluted earnings per share in its
first full year of ownership, excluding
first year purchase accounting costs,
and produce a strong free cash flow

conversion rate well in excess of 100%.
Curtiss-Wright Corporation (NYSE: CW)
is a global innovative company that
delivers highly engineered, critical
function products and services to
the commercial, industrial, defense
and energy markets. Building on the
heritage of Glenn Curtiss and the Wright
brothers, Curtiss-Wright has a long
tradition of providing reliable solutions
through trusted customer relationships.
The company employs approximately
8,300 people worldwide.

Background to PacStar
Founded in 2000, PacStar’s solutions are
utilized in mission-critical applications,
combining tactical networking
equipment and software to enable
enhanced battlefield situational
awareness down to the individual
warfighter. Its patented software
and hardware technologies are core
components of secure command,
control and communications systems,
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particularly in remote or infrastructurestarved areas. PacStar's network
management software, IQ-Core
Software, provides a simpler, faster and
more reliable solution for setting up and
managing network communications,
including secure wireless, satellite
communications, and soldier-portable
systems. The business has secured strong
positions on critical U.S. Army and U.S.
Marine Corps programs. PacStar employs
approximately 145 people.
“How did PacStar develop its capability
in battlefield communications?” The
Editor asked.
“The company was founded to develop
advanced rugged communications
systems after spinning out of a company
providing construction supplies to
US military bases overseas. PacStar
developed a capability in ruggedizing
COTS platforms. The next stage was
the networking of those platforms
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and subsequent software development
to enable seamless communications
between platforms.” Charlie Kawasaki
said.
“How does PacStar address the future
comms requirements of its defense
customers?”
“Using the networking expertise
developed over many years, PacStar’s
industry-leading family of advanced
communications solutions addresses
a wide range of military, intelligence
and commercial applications. PacStar
created and manufactures COTS-based
rugged, small form factor expeditionary
and mobile communications systems.
We work with partners such as Viasat in
the field of crypto to ensure the security
of our products and networks and to
develop new technologies enabling
5G, SATCOM such as LEO, and PACE
(management of multiple radios) and
Digital Barriers deploying AI embedded

in systems providing video processing
and analytics for ISR applications.
Cybersecurity and associated products
are also key to the success of our
systems. The development of cloud
computing systems at the network
edge is key to our systems development
program as well. If satcom is down
due to EW from the adversary, you
lose your comms and thus battlefield
connectivity.”
“What do you see as the key differential
between yours and your competitors’
products?”
“Given the amount of comms
equipment required on the
battlefield we saw Size,
Weight and Power as the
key differentiator. We have
developed our products
not only to take up less
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space than the competition
but also to use less power,
particularly in Command
Post and FOB applications.
The logistics involved in
transporting generator fuel
and thousands of batteries
to the front line forces is
a huge problem and of
course puts those soldiers’
lives at risk. Additionally,
our product line includes
integrated intuitive network
management software that
makes our products more
reliable, more secure and
easier to deploy.”
“Who are your key
suppliers?”
“Our two key suppliers are
Cisco Systems who we have a
strong working relationship
to develop new routers
and switches, and Intel
providing processors with
the maximum amount of
RAM available which at the
moment is 128 Gbytes
This ensures video and images can be
distributed around the battlefield.
Other partners include Aruba, Palo Alto,
Forcepoint, Juniper Networks, and many
more.”
“You have developed a comprehensive
range of advanced routers? Can you
describe the advantages of these
systems?”
“PacStar 400-Series small form factor
modular communications systems
are designed to maximize capabilities
and configuration flexibility, with
the smallest SWaP possible. Including
routing, switching, advanced network
services, and more, these modules
can work standalone or together in
lightweight packaging solutions designed
with a wide variety of power options.
PacStar 400-Series is optionally managed
by IQ-Core® Software to simplify setup
and operation.”
“PacStar has developed an expertise
in software, do you see this as the next
stage in the development of seamless
communications systems?”
“Yes, very much so, we saw open
architecture plug and play software
as a key element in seamless comms
across the battlefield. Universal
interoperability between our legacy
and new systems is key to the
development of battlefield comms. To
that end PacStar spent a considerable
amount of our own R&D Money in
developing our own integrated, network
communications management software,
IQ-Core Software, for the military,
federal, state/local government and
emergency responder markets. The

BATTLESPACE C4ISTAR TECHNOLOGIES

company’s patented IQ-Core Software,
hardware technology and integrated
solutions provide secure, command,
control and communications systems,
particularly in remote or infrastructure
starved areas. In addition, PacStar’s
communications systems are ideally
suited for commercial/industrial
organizations with mission-critical field
communications requirements.”
“How do you keep up with technology
developments to ensure that your
systems and software operate and
maximum potential?”
“We have an ongoing process to
continually update and improve IQCore Software. In fact, our IQ-Core
Software v5 recently released contains
major advances in management of
Commercial Solutions for Classified
(CSfC) systems, tactical radios, and
vehicle-based networks. The release also
includes upgrades in its support of open
management standards, performance
enhancements, and more.”
IQ-Core Software is a comprehensive
management software application
designed for secure, tactical, and
distributed network management – ideal
for edge networks in disconnected,
intermittent and limited (DIL)
environments. It comprises three
major editions: IQ-Core Network
Communications Manager (NCM) for
nodal management, IQ-Core Crypto
Manager (CM) for CSfC management,
and IQ-Core Remote Operations and
Management (ROAM) for distributed
management. All of these editions
contain major functional enhancements
in the v5 release.

IQ-Core Software contributes to tactical
mission success by reducing network
misconfiguration, improving uptime,
simplifying troubleshooting, and
providing cyber situational awareness
to tactical networks. IQ-Core Software
v5 advances PacStar’s mission to enable
tactical, expeditionary and mobile
organizations to modernize networks,
field the most advanced technologies,
and achieve cyber overmatch, while
driving down complexity and training
costs. It accomplishes this through an
intuitive and integrated user interface
that makes system setup and operation
quick, easy to learn and recall.
Major new IQ-Core Software v5
capabilities include:
Enhanced CSfC Management
l	Integration

and automation of Juniper
vSRX CSfC-compliant Virtual Private
Network (VPN) VPN setup and VPN
tunnel monitoring including both IKE
v2 and IKE v1
l	Management of digital certificates
and PKI with CSfC-listed Red Hat
Certificate Services
l	Ability to manage certificates and
device configurations in the context
of hierarchical PKI
Integration and Management of
Tactical Radios
Major new tactical radio capabilities
include integration and management
of new and popular tactical radios and
satcom modems such as:
l	Ultra Electronics TRILOS Tri-channel
Line of Sight Radio
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l	iDirect 9-Series satellite modems
l	L3 Linkabit MDM-2000 Network

Centric Waveform SATCOM IP modem

Local and Remote Network
Management on Vehicle Platforms
l	New, optional user interface called
Dashboard Mode, which presents an
essential, at-a-glance network status
appropriate for vehicle operators,
commanders and non-technical staff
l	Dashboard Mode shows a limited view
of networks on the vehicle display.
However, it runs on top of the full
power of IQ-Core Software, enabling
local and remote management by
administrators.

IQ-Core Software’s strength in
integrated management of unified
capabilities, which includes
management for other popular
deployed call control systems
“We are very happy to introduce IQ-Core
Software v5 to our customers so they can
now take advantage of its advancements
in CSfC, tactical radio integration, and
vehicle integration. IQ-Core Software

v5 advances PacStar’s mission to enable
tactical, expeditionary and mobile
organizations to modernize networks.
IQ-Core Software v5 advances the
capabilities for all of our many customers,
across a wide range of functional areas.
The rapidly increasing adoption of IQ-Core
Software enabled us to dramatically
speed our development pace, increase our
investment in R&D, and deliver results to
all of our tactical customers.”

Additional Capabilities
to distribute network and
spectrum plans from centrally located
planning software to select satellite
modems and radios at the edge
of the tactical network, ensuring
coordinated operations
l	Major enhancements to its built-in
SNMP capabilities, enabling customers
to tailor the user interface to monitor
and control devices and device
settings for any device that supports
that open standard
l	Advanced support for REDCOM
Sigma call control including setup,
configuration, and monitoring.
REDCOM Sigma support adds to
l	Ability
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There’s more
to SSAFA
We are SSAFA, the Armed Forces charity. Last year we helped more than
85,000 veterans, serving personnel and Forces families. From debt, injury
and homelessness to mental health, loneliness or family issues, we provide
advice and support to ensure they are never alone on life’s journey.
FIND OUT MORE ABOUT US AND SUPPORT OUR WORK AT

Donate
Fundraise
Volunteer

ssafa.org.uk/donate
ssafa.org.uk/fundraise
ssafa.org.uk/volunteer

Regulars, Reserves, Veterans, Families
Registered as a charity in England and Wales Number 210760 in Scotland Number
SC038056 and in Republic of Ireland Number 20202001. Established 1885.
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Oxley & SeaKing Partnership Offers Marine Navigation Lighting & Control System

